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M2M NETWORKS ?

- Machine to Machine communication

- Includes: sensors, smart phones, RFID, credit cards, PCs, servers,
actuators, badges, meters ... objects with a networking capability
- No-human in the communication system loop: services
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GLOBAL OUTLINE

1. (Context)
2. Applications
3. Hardware technology

4. Software support
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e (4C’s) Command, control, communications, computing
* Intelligence, surveillance, reconnaissance, management
* Targeting systems, Rescue, intrusion
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Human care apps
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* Monitor patients, integrated biology

* Assist disabled patients, athletes

 Track contaminated tools

* Medical alarm ———— g ,,,,,, NU—

via USB cabletoaPCor... e — a mobile phone

5 X Log/Analysis Online Diagnostic
Online Information/Tools g/Analy P T ol ng H e o
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e Structure monitoring: stress, sliding, ...
e Agriculture systems: weather, soil analysis, animal monitoring,
* Environment monitoring: crow, humidity, flood, habitat, ...
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e Logistics, supply-chain
* Inventory

* Product quality

K "Enrcoa"" ~ RFID
e Product tracking CCINELS; S

’_/,“,i‘/:; r‘ L', ” ﬂl H,
e Automation | B
e (Cars
* Planes
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Internet scalability:
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Internet of Things
Trillion nodes

Building automation Smart metering

Fringe Internet
Billion nodes

Industrial
Phones Core Internet automation
Million nodes
Logistics

Personal sensors

Transportation
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- characteristics

* Long lifetime, similar to embedding objects’ lifetime

* Autonomous

e Self-everything: configuration, healing, organisation, ....
* High-tech but low ressources

* Low IT performance ? Second vs ns ? kb/s ?

* New and Multiple Performance Metrics: Lifetime,
Robustness, Formfactor, Usage easiness, Power
consumption, Scalability

* Network Parameters: Density, Mobility, Self-recovery,

Dealy Tolerant, Autoconfigurable, Resilience, Connectivity,
Fault-tolerant, Secure, ...

* Application Parameters: Sample rate, Precision, ...
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GLOBAL OUTLINE

1. (Context)
2. Applications
3. Hardware technology

4. Software support
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year
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IoT Where are we
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Today ?

* « Apocalypse of the two elephants » (D. Clarke — MIT)

Today
Billion dollar
Flesiarch invesIment
2
=
3 Standards
Pre-2000 2012
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Academlc Hardware:

Platforms
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Telos 4/04
Robust
Low Power
250kbps
Easy to use

Rene 11/00

WeC 99
“Smart Rock”

Mica 1/02

Dot 9/01

Mica2 12/02

Small 2\ VA« 38.4kbps radio
microcontroller AR ) VesiAES
8 kB code T —
512 B data Demonstrate
Simple, low-power  npesigned for scale NEST open exp. Platform
10 kbps ASK experimentation 128 kB code, 4 kB data Spec 6/03
EEPROM (32 KB) 40kbps OOK/ASK radio “Mote on

-sensor boards

Simple sensors 512 kB Flash a chip”
-power boards
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SoC type

'\

LS S - — - - " = - - N
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Low power fast
starting oscillator

47(]

46[]

45[]

43[]

42[]

41[]

] 1
]2
13
] 4
1B 44[]
6
] 7
8
]9

‘ MSP430F1611 a0[]
110 39[]

1" Microcontroller  3H
] 13 36[]

] 14 35[]
] 15 34[]

] 16 33[]
17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32

Real Time

32.768kHz
for low power modes

N s s s e e s s e e e e e v o o P

Clock

Sensor

Disconnect unused
peripherals
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m@ — ETSI M2M

— CORE (CoAP)
“~A/ Y= — ROLL(RPL)

1 ETEF — |P (v6)
— 6LoWPAN (HC + ND)

— P1901.2

Sy |EEE — 802.15.4

* 2006-2011/E/G
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 Microcontroller, Wireless & PLC
tranceivers designed for embedded

* Low cost SoC
e Ubiquitous Internet

 Power supply ?
* Operating system ?
* |pv6 stack ?
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Battery Tech nology

no Moore S Law
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Sllver Oxide

Zinc Air 1150

Li-Polymer 65-90 300-415

 Technology improves very slow !
— NiCd improved by x2 over 30 years!
— Require breakthroughs in chemistry ;-)
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e Typical consumption: 1xRF = 1000xCPU

* Low power

— Circuits, architectures, operating system,
protocols

* Power management
— Right power at the right place at the right time
— Seldom communication
— Sleep, sleep, sleep

* Energy system
— Battery, scavenging, supercapacitor
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Watteco IPSensor
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 Sleep
— Majority of the time ( >99,9 %)
— MC+ RF: 1.4 uA (with low power low frequ. oscillator)

Wakeup

— As quickly as possible to process and communicate then return to sleep
— Time : 290ns typical, 5us max

* Active 4
— Get your work done and get back to sleep
— unC=1,84 mA (at 8 MHz)
— Radio sending 1 byte: 2.55u (868 MHz — 20 kbps)
— Radio receiving 1 byte: 1,38uJ (868 MHz — 20 kbps)

wakeup

e Lifetime
— Average consumption < 10 pA (10 min Reports)
— >10 Years on a 1000 mAh battery sleep| |_.._JL_..
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GLOBAL OUTLINE

1. (Context)
2. Applications
3. Hardware technology

4. Software support
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How to fit numerous
softwares, from drivers
to service oriented
middleware, in very
constrained devices ?

3 Smart
@ clothes

Different
environments

Other sensors

© « W™

Communications
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Break Silos |
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Knowledge silo
Knowledge silos create
borders between pecple,
which prevent knowledge
sharing and collaboration

| & 0 0 o
|H| |H| |H| |H| |H|
Avoid NxN complexity :
. A O 6 6 o o o Collaborative
Think Horizontal /H\/H\/H\/H\/HVH\  Knowledge

Bringing down the
knowledge silos enables the
stakeholders to recognise
their shared interests

Silo 1 Silo 2 Silo 3 Silo 4 Silo 5 Silo N

s : X are Killer App !
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Ipv6 for Smart
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Think Horizontal = Use IP(v6)

Why IP ?

- Open and Flexible Standard (Multiple physical interfaces)

- Lightweight (through 6LoWPAN)

- Versatile (Multiple applications & use cases)

- Ubiquitous (Most widely used network protocol)

- Scalable & Manageable (Already connects thousands of devices)
- Stable (Leverages on years of deployments)

- End to End (No gateway through the IP backbone)

Core set of network Protocols :

- CoAP : RESTfull access (GET/PUT/POST/DELETE) over constrained devices

- RPL : Multi-Hop routing protocol for low power and lossy networks

- IPv6 : Core network protocol. Neighbor discovery, unique @, auto-configuration
- BLOWPAN : Header compression & fragmentation of IPv6 packets over 802.15.4
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How much Lighweight can be IPv6 ?

Program loader

Timer lib. 60 90

Event lib. 1656 1934
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IPV6 FOR SMART

~_ OBJECTS
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SOFTWARE STACK EXAMPLE

IPSO Application Framework : Flexible & Simple Profile

CoAP: RESTful primitives for Constrained Objects

RPL: Multi-Hop Topology over Low Power Networks

IPv6 : Core Internet Protocol

6LOWPAN : Fragmentation & Header Compression

802.15.4 : Low Power, Short Range Radio standard
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WATTECO IP SENSORS

Standard based stack :
|EEE : 802.15.4 (2.4GHz / sub GHz)
IETF : 6LOWPAN / IPv6 / RPL /

JLl Temperature / RF Dongle

Humidity

Easy to use :
- Self organization

- Auto-reporting configuration
- Simple interactions : LEDs &

Buttons

(4

Motion Closure

Surface
Temperature

Occupancy

DIN Rail Smartplug
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WATTECO IP SENSORS
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METERING IP SENSOR

Features:

-Self-Powered through “TIC” meter output

- No Battery — No Wires — No Gateway (Native IP)
- 1 minute data reporting with TIC harvesting

- RailDin 2U Form Factor

- Security (AES128)

- SMA connector for external antenna

1/Os :

- “TIC” reading : “Bleu”/”Jaune” / “Emeraude” / “Linky”
- 2 external power measurements

- 4 configurable inputs (48V max)

- 4 opto-triac outputs

-1 “TIC” replay output
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WATTECO IP SENSORS
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METERING IP SENSOR

Too e TR g O

(he-70s7  CENMAZ0071 ' ~
- 1Bl L 021228 40711619 I,l' '
o 4074 ose 04/2012 HR 43/06/015/A l"""'m"'

@-.

INSTALLATION EXAMPLE
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WATTECO IP SENSORS ,
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HARVESTING IP SENSORS

Additional Features:

- Self-Powered through solar panel

- 10 minutes data reporting under 200 lux*
- No Battery — No Wires — No Gateway (Native IP)
- 100 days energy buffer with no light source

- More than 10 years lifetime without light with
optional battery**

- Home friendly design

- Security (AES128 + PANA key exchange)
- IEEE 802.15.4G standard

eAverage light over a day
** With 2 AAA 1000 mAH batteries
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PAN ROUTER

-Multiple protocol aggregator :
- 6LOoOWPAN
- Zigbee
- ETSI M2M
- KNX / LON / Bacnet / Wireless M-bus/
EnOcean ... *
-Multiple Physical interfaces :
- 802.15.4-2006/G (Sub GHz — 2.4 GHz) /
RS485 / Bluetooth
- Wifi / 2 x Ethernet / POE / 3G
-2xUSB 2.0
- Cortex A8 — Up to 256 Mo RAM / 2 Go Flash
- Android or Linux OS

- 7” multi-touch display

*Development upon request

Séminaire ASPROM « Internet du Futur » — 23/10/2012 - C. Chauvenet — Watteco — LIG, France.



W WATTECO IP SENSORS

www.watteco.com

PAN ROUTER

USER FRIENDLY HOME
AUTOMATION GATEWAY

HETEROGENEOUS SENSOR
AGGREGATOR
v A OHOWPAN)

- =
- -
“« W S
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Merci pour votre attention
DOCTOR FUN 16 Jan 2006

Sane

WE WANT TO IMPLANT THIS
RFID TAG IN You,
5 THAT VIOLATES

MY RIGHTS!

WE WANT TO IMPLANT

THIS RFID TAG IN You

AND IT'S ALSO A CELLPHONE,

DIGITAL CAMERA, AND
MP3 PLAYER,

N4

Copyright © 2006 David Farley, d-farley@ibiblio.org

http://ibiblio.org/Dave/drfun.html
This cartoon is made available on the Internet for personal viewing

only. Opinions expressed herein are solely those of the author.

Séminaire ASPROM « Internet du Futur » — 23/10/2012 - C. Chauvenet — Watteco — LIG, France.



