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Introduction : the scientific and technologic 
perimeter of our investigations of this talk 
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Advanced 
Software 

Engineering 

allow both 
wireless and 

wired systems to 
communicate with 

other devices of 
the same ability,

… 

Machine-to-
Machine (M2M) 

Technologies 

creating self-
managing 
networks to 
overcome the 
rapidly growing 
complexity of the 
Internet and other 
networks,… 

Autonomic  
Networking 

Model-based 
Design, valid., 
development 
and  mgt. of 

communication 
systems 

Service Science, Dynamic architectures 
for service adaptation and composition, 

CEP, SOA, EDA, CBSE, SCA,WS,…  

PIM,PSM models, reusability, correct-
by-design implementation,… 



The context (1/2) : M2M (Machine-to-Machine) 
communication, services and applications 
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Computers (desktops, laptops) 

Smart devices (phones, 
tablets, meters, cameras), 

Remote sensors/actuators 
(force, presence, temperature, 
light, movement, acceleration, 

…) 

Passive & active tags (NFC, 
RFID) 

Any other communicating 
machines & objects (robots, 

vehicles, home appliances, …) 

Mobile & Fixed 
IP-enabled & 

Not  
Standard& 
embedded 

Short & long field 
communication 

Wired & wireless 
connection 

Locally or 
remotely 

communicating 

cooperating 
actors  

human or 
artificial  
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Zigbee	   3G	  

Wifi	  

Ethernet	  

WAN	  

Various 
vertical 
domains  



The Context (2/2): dynamically changing upper 
and lower surrounding contexts   
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Access  Networks: 
Heterogeneous        

wired & wireless 

Applications: Multimedia 
mobile group-enabled 

Communication 
protocols & services 

Specific Architectures: 

Multi-level  Distributed 

Dynamic groups: changing membership 

Mobile actors:  changing access devices 

Evolving missions: priorities/objectives 

Evolving requirements: 

Variable constraints: 

bandwidth energy  Const. & lted devices: storage, processing 

Multi-
component  



The motivations behind our investigations 
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Access  Networks with 
Variable constraints 

 

Applications with 
Evolving requirements !

 

Communication 
protocols & services 

with                      
Multi-level multi-

component distributed 
architectures 

 
The Problem:  

How to provide 

service availability, 

& quality 
appropriateness  

in 
Dynamically  

changing  
contexts 

 

Our Solution: 
Autonomic management        
of dynamic reconfiguration:    

run-time adaptation of 
protocol behaviors and  
service compositions 

Upon Service-Oriented,    
Component-based and    
Event-driven                
dynamic architectures 
 



Event Management Services 

End-to-end Transport Protocols 

Routing Protocols 

Model-based Autonomic Management 
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Monitor	  

	  	  Plan	  
(decision)	  

Execute	  

Analyze	  
Knowledge	  

Autonomic	  Manager	  	  [Kephart’03]	  

Managed Element 

Models/form/theories :  
semantics (Onto), structural 

(GG), 
Event-based (chron) 

Behavioral (PNets, Proc. 
Algebra),  

Methods/ technologies/
protocols: 

SOA, EDA, Publish/
subscribe (DDS, AMQP, 

CEP) 
MPTCP (ATP) 

Tools/Frameworks:  
 

GMTE (Dynamic archi), 
FACUS(NetQoS, Diamond, 

IMAP) 
 



The challenges (1/2) 

¨  How to avoid over-reactions between the 
levels 
¤  Application degrades the video codec 
¤  Network increases the video bandwidth 

¨  How to avoid opposite reactions 
¤  Application disconnect video 
¤  Network increases resources for video 

connection 
¨  Design the appropriate vertical coordination 

architecture 

Vertical 
coordination for  

cross-levels 
Consistency 

Management 

M
onitor	  

	  	  Plan	  
(decision)	  Execute	  

Analyze	  

Know
ledge	  

EMS 

M
onitor	  

	  	  Plan	  Execute	  
Know

ledge	  

ETP 

M
onitor	  

	  	  Plan	  Execute	  
Know

ledge	  

Cross-layer 
coordination 

EMS 

M
onitor	  

	  	  Plan	  

Execute	  

Know
ledge	  

M
onitor	  

Execute	  

ETP 

shared 
analysis 

& 
planning 
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The challenges (2/2) 

¨  Implement the distributed management : centralized/
decentralized monitoring/analysis/decision/execution 

¨  Manage the ingoing/outgoing communication flows,  

Horizontal  
coordination for 

cross-nodes 
Consistency 

Management 

Orchestrated 
architecture 

Federated 
architecture 

E
M
S 

E
T
P 

E
M
S 

E
T
P 

EMS ETP EMS ETP 

EMS-level  cross-node coordination  

EMS ETP EMS ETP 

ETP-level  cross-node coordination  
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Method,  Models (1/2) 

¨  Theoretical investigations for elaborating 
models underlying analysis and decision  

Model-based 
end-to-end 
Autonomic 

Management 

Semantic 
reasoning /
Ontology 

models, SWRL 
rules 

Dynamic 
architectures 
description /

Extended UML 
models 

On-line execution / off-line simulation 
Graph Matching and Transformation rules (GG) 
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Method,  Models (2/2) 

¨  Advanced technology development for 
implementing monitoring and executing 
reconfiguration 

Model-based 
end-to-end 
Autonomic 

Management 

Event-driven architectures  
(AMQP, DDS) 

Service-oriented Architecture 
(WS, SOAP, ESB) 

Service Component Architecture 
(SCA, OSGI, IPOJO) 
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Method,  Models 

¨  Inter-levels consistency characterization GG rules: define the set of 
configurations of level n-1 that are valid implementations of a 
given level n configuration  

¨  Intra-level reconfiguration GG rules : define the set of 
configurations of level n that are valid substitutes  of a given level 
n configuration, select the most appropriate (avoid upper level 
perturbation, cost, distance) 

¨  Ontology for automated service deployment in cooperative 
activities 

¨  Ontology for transport level adaptation and  SLA management 

¨  Unify, integrate models (level-specific, level-independent) 
¨  Scalability management, deterministic  reconfiguration 
¨  Additional scenarios : smart metering, networked control,… 

st
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Se
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an
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ist

in
g 

Ev
ol

ut
io
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DGAC/IMAP 

RTRA/ROSACE 

PAI/TENEMO 

OSEO/AMIC-TCP 

Medical 
appplications 

Communicating 
Bus fleets 

Avionic on-board 
Applications 

Emergency mgt 

ITAE2/USENET 

Main recent projects related to this talk 

Smart Metering 

ITAE2/A2NETS 
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Dynamic Reconfiguration of  Service Oriented Architecture, 
 (DGAC/IMAP Project) 

•  Two prototypes implemented  
•   WS-Substitution 

 Replacing a degraded provider 
by an equivalent 
 
•  WS-Load Balancing 

 Sharing requests between 
different 

WS-LB prototype performance 

•  Characteristics:  
•  Providers are implemented as Web Services 
•  Communication uses the SOAP protocol 

The autonomic WS-based framework 

Monitor 

  Plan 

Execute 

Analysis 
Autonomic Manager 

Monitor Knowledge 

Managed Element  Managed Element  

[Kephart'03]	  

Monitor Execute 

Analysis 

Autonomic Manager 

Monitor Knowledge 

Managed Element  Managed Element  

   
Plan 

•  Reusability and Adaptability of our WS-
Prototypes 
§  Application-independent 
§  Only provided interface described in WSDL is required 
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Single	  WS	  (Without	  WS-‐LB	  
prototype)	  

2	  WS	  (with	  WS-‐LB	  
prototype)	  
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Dynamic Reconfiguration for Event Driven Architecture (EDA) 
applied to Advanced Message Queuing Protocol (AMQP) 
(DGAC/IMAP Project)  
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§  An event-driven system is composed of highly 
distributed and heterogeneous nodes. 

§  Event producers and event consumers are 
deployed in nodes depending on their 
requirements.  

§  Communication is enabled by message 
exchange via an Event Bus through topics. 

§  Self-management of the event system is 
ensured by an autonomic manager for: 

§  Dynamic reconfiguration of topics using 
load balancing techniques. 

§  D y n a m i c d e p l o y m e n t  o f  o f 
communication entities based on 
semantic models. 
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Knowledge	  
Base	  

(OWL	  &	  Graph)	  
	  
	  
	  

Analyzer Planner 

Monitor Executor 

Ventilator Weight Sensor Lamp Light Sensor 

Sensor:	  Lum1	  
Type:	  Luminosity	  
Unit:	  Lux	  

Sensor:	  Weight1	  
Type:	  Weight	  
Unit:	  Kg	  

Sensor:	  LState1	  
Type:	  LampState	  
Unit:	  	  

Sensors 

Actuator:	  Lamp1	  
Type:	  Lamp	  
Param:	  true/false	  

Actuator:	  VenTlator1	  
Type:	  VenTlator	  
Param:	  true/false	  

Actuators 

User 

Ev
en

ts
 

Event:	  Luminosity	  
Value:	  100	  Lux	  

Event:	  Weight	  
Value:	  60	  Kg	  

Event:	  LampState	  
Value:	  0	  

Sy
m

pt
om

s 

Sym:	  LowLight	  
Priority:	  medium	  

Sym:	  PresenceTrue	  
Value:	  medium	  

Event:	  LampIsOFF	  
Value:	  	  medium	  

Plans 

Plan:	  IncLightPlan	  
AcTons:	  

	  1)StartLamp	  
LocaTon:	  home	  
Priority:	  medium	  

A
ctions 

AcTon:	  StartLamp	  
Target:	  Lamp1	  
Value:	  true	  

Change Requests 
Request:	  IncreaseLight	  	  
Goal:	  EnergyOpTmisaTon	  
LocaTon:	  Home	  

Sensor:	  Lum1	  
Type:	  Luminosity	  
Unit:	  Lux	  

Sensor:	  Weight1	  
Type:	  Weight	  
Unit:	  Kg	  

Sensor:	  LState1	  
Type:	  LampState	  
Unit:	  	  

Actuator:	  Lamp1	  
Type:	  Lamp	  
Param:	  true/false²	  

FRAMESELF Autonomic dynamic reconfigurtion for an  M2M  
Aplication scenario (ITEA2/A2NETS Project, see Demo) ANR-SOP 



FACUS: A Semantic Adaptive Framework for collaborative 
systems (ITEA2/USENET, ANR/GALAXY) (1/2) 

Collaboration Layer 

Middleware Layer (low level 
constraints Evolving Management ) 

Resource context monitor 

Battery 
level Battery 

level 
Battery 
level 

Battery 
level 

Component(?c)	  ^	  Flow(?f)	  à	  manageFlow	  (?c,?f)	  	  

Node(n) ^ Role(r)  
à hasRole(n,r)    

Node(n) ^ Role(r)  
à hasRole(n,r)    

Support of collaborative activities in 
distributed environment  

Application 1 Application 2 

Multi-level generic approach to enable 
semantic multi-level adaptation 

Generic collaboration ontology + 
collaboration evolving management rules 
(SWRL) 

Domain ontology (specific concepts) + 
Application specific evolving management 
rules (SWRL) 

Execute 

Analysis 

Autonomic Manager 

Monitor 

Knowledge 

   
Plan 

A set of 
reconfiguration 
rules (SWRL) 

Monitor Monitor 

Deployment 
service 



FACUS: A Semantic Adaptive Framework for collaborative systems 
(ITEA2/USENET, ANR/GALAXY) (2/2)	  
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Collaboration Layer 

Middleware Layer (low level 
constraints Evolving Mgt ) 

Resource	  context	  monitor	  

Component(?c)	  ^	  Flow(?f)	  à	  manageFlow	  (?c,?f)	  	  

High level collaboration graph 

{ Middleware  graphs } 
Best adapted  

graph 

GMTE 

Selection 

Application descriptor 

Node(n) ^ Role(r)  
à hasRole(n,r)    

Node(n) ^ Role(r)  
à hasRole(n,r)    

Application 1 Application 2 

Adapta:on	  process	  (aSer	  an	  applica:on	  change)	   Create/update	  the	  applicaTon	  ontology	  Generate	  a	  high	  level	  collaboraTon	  
graph	  (SWRL	  rules)	  
Generate	  all	  possible	  
middleware	  graphs	  Select	  the	  best	  adapted	  graph	  

Deployment	  
service	  

Deploy	  the	  collaboraTon	  
components	  	  

Player	  1	  

Player	  2	  

Player	  3	  

Team	  1	  RSL	  

BSL	  

RSL	  

M1	  

M2	  

M2	  

Sender	   Sender	  

Sender	  
Receiver	  

Player	  1	  Receiver	  

Receiver	  

Player	  3	  

Player	  2	  

sc	  

sc	  

sc	  

rc	  

rc	  

rc	  

sc	  

sc	  

sc	  

rc	  

rc	  

rc	  

sc	  

sc	  

sc	  

rc	  

rc	  

rc	  



GMTE: Graph Matching & Transformation Engine 
http://homepages.laas.fr/khalil/GMTE/ (CNRS Licence 2011)  
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Directed 
Multi-labeled (vertex & edge) 
Multi-typed (scalar & string) 
The “rule Graph” is a Graph partitioned in  4 
zones 

Mapping a graph (Rule G) to another (Host G) 
Exact matching: same structure same labels 

 one occurrence / all occurrences 
Inexact matching: differences are allowed  

Delete what is in the « del » zone 
Keep what is in the « Inv » zone invariant 
Add what is in the « add » zone 
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High speed matching small graph (<30 nodes) in 
huge graph (>1000 nodes) 
More the model graph is connected more the 
matching is fast 



The intra-level reconfiguration and inter-level 
refinement models integrating FACUS and GMTE 
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Example for the transport level 
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Manag . 
     plane 

Data/control 
         plane 

min maxtarget0
Monitored parameter: delay

actions

+ _ok

output input

RateControl ProcessINCreateFeedback

ProcessFeedback

NoFeedbackRateControl
QoS-aware &

Time-constrained

QoSParser

Selective 
discarding 

(images I & P) 

H.263 VIDEO  Partial reliability (degradation)     Time constraints  
------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------ 

Interactive :   (I,P) = {(100,100),(100,50),(50,0)      (Tmin,Tmax)= (25,400)  



Our ultimate perspective Autonomic Service Bus (ASB) 
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ASB: semantic-enabled, group-wide, secured e2e 
ubiquitous and autonomic service bus 

Communication Services:  
routing and transmission 

protocols, Event services (CEP, 
DDS, AMQP) 

Sensing/actuating Services:  
meters (temp, pressure, 
energy), switches (light, 

pumps), detectors (mouv.) 

Automated management models:  
Structure (graph grammars, graphs), 

behavior (Petri Nets), function (Z), 
performance (queue models),  semantic 

(ontology) 

Infrastructure-level  
services: monitoring, 

diagnostic, reconfiguration 

System-level  services: self-
protection (RBAC, SAML), 
reliability, optimization 

Communicating objects: 
robots, smart devices 

(phones, lumps, meters), 
other machines (heating 

pumps, doors, sunblind,..), 
gateways 

Dynamic discovery Dynamic adaptation Dynamic composition 



Recent PhD contributions 
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Theroretical Contributions Frameworks/ Architectures Experiments Tools 
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behavioral 
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A2NETS (2010-2014) : 24 partners from France, Spain, Turkey, Finland 

USENET(2007-2010) : 17 partners from France, Spain, Belgium, Finland 

A2NETS: Autonomic services in M2M Networks 
 

USENET: Ubiquitous M2M Service Networks 
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ITEA2-A2NETS project 
Smart Metering business case 

Smart Metering M2M architecture 
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ITEA2-A2NETS project 
Smart Metering business case 

Smart Metering M2M plateforme 
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Smart Metering and M2M technologies and standards in 
Europe 



protect the gateway of the 
ADREAM building from 

damage caused twice by 
oversized trucks, before 
and after putting traffic 

signs 

Example of a M2M application (from 1st ITEA/Usenet project telemetry 
scenario : see tomorrow presentation of Johanna Kallio, VTT 
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Common definitions 
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